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TEPMHUHbBI 1 OITPEJAEJIEHUA

Be3onmacHocTh mepcoOHaNBHBIX JAHHBIX - COCTOSHUE 3alUILEHHOCTHU MEPCOHAIBHBIX JaHHBIX,
XapaKTepU3yeMoe CIHOCOOHOCTBIO IOJIb30BATENE, TEXHHUYECKUX CPEACTB M HMH(POPMAIMOHHBIX
TEXHOJIOTHH 00ecrneyuTh KOH(HUACHUHUATBHOCTH, IEJIOCTHOCTh M JIOCTYIMHOCTb MEPCOHATBHBIX
JAHHBIX IPH UX 00paboTKe B MHPOPMAIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JAaHHBIX.

Joctym B omepanMoOHHYKW cpeay KoMmnboTepa (MHPOPMANMOHHOW  CHCTEMBI
NMEepPCOHAJBbHBIX JAHHBIX) - TOJIyYEHHE BO3MOKHOCTH 3allyCKa Ha BBINOJHEHHE IITATHBIX
KOMaHJ, (YHKIUH, Tmpoueayp ONEpalMOHHOW cUCTEeMbl (YHUYTOXKEHHUS, KONHUPOBAHMUS,
NepeMelieHus 1 T.11.), UCIOJHAEMbIX (PaliJIoB MPUKIAJHBIX IPOTPAMM.

JocTtyn kK uH(pOpPMAUUHU - BO3MOXKHOCTb MOJIy4eHUs] HHOOPMALIMU U €€ UCIOJIb30BaHHUS.

NnenTtudukanusa - mpucBOCHHE CyOBEKTaM M O00BEKTaM J0CTyna uaAeHTUudHUKaTopa W (M)
CpaBHEHHUE MPEIBABIIEMOTO UACHTU(PUKATOPA C IEPEUYHEM TPUCBOCHHBIX UICHTU(PUKATOPOB.

NudopmaunoHHas cucTeMa nepcoHaJbHbIX JaHHBIX - COBOKYIHOCTh COJiepKauuxcs B 0a3ax
JAHHBIX NEPCOHATBHBIX JAHHBIX U 00ecreynBa X UX 00paboTKy HHPOPMAIIUOHHBIX
TEXHOJIOTUHA U TEXHUYECKUX CPEJCTB.

HcTouHuK yrpo3nl 6e3onacHocTH HHPoOpMamuu — CyOBEKT JOCTyMa, MaTepUaTbHBIA 00BEKT
unu (Quznyeckoe sABJICHUE, SBJIAIOUIMECS NPUUMHONW BO3HUKHOBEHHUS Yrpo3bl 0€301acHOCTH
nHpopMaIuu.

KounTpoaupyemass 30Ha - 3TO NPOCTPAHCTBO, B KOTOPOM HCKIIYEHO HEKOHTPOJIUpYEeMOE
npeObIBaHUE COTPYJHUKOB U TIOCETHTENEeH omneparopa U TNOCTOPOHHUX TPaHCHOPTHBIX,
TEXHUUYECKUX U UHBIX MAaTE€PUATbHBIX CPEJICTB.

HecaHKIMOHMPOBAHHBIH JA0CTYN (HECAHKIMOHUPOBAaHHbIe JelCTBHA) - JOCTyo K
nHbOpMaALMU UM JEWCTBUS ¢ WH(OpMaLMel, HapylIauue IpaBuia pa3rpaHuyeHus JA0CTyIa ¢
HCIIOJIb30BAHUEM IITATHBIX CPEJACTB, INPEAOCTABIAEMBIX HWHOOPMAIMOHHBIMH CHUCTEMaMU
MEPCOHAIBHBIX JaHHBIX.

O0paboTka mnepcoHANBHBIX JaHHBIX - J00Oe JelicTBUe (omepaius) HIM COBOKYIMHOCTH
neicTBUil (omepanuii), cCOBepIIaeMbIX C HCIOJb30BAaHUEM CPEICTB aBTOMAaTHU3alMU UIH 0e3
HUCTONB30BaHUsA TaKUX CPEACTB C TMEePCOHANbHBIMU JaHHBIMH, BKJIIOYas cOOp, 3amuck,
CHCTEeMaTH3alluI0, HaKOIUIEHUE, XpaHEeHHe, YyTOUHeHue (0OHOBJIEHHE, U3MEHEHUE), U3BICUCHUE,
HUCTONb30BaHMe, IMepeaauy (pacmpocTpaHeHHe, MpeJoCcTaBlieHue, JAOCTyI), 00e3NMuYuBaHue,
O0JIOKMpOBaHUE, yAalleHUE, YHHUTOKEHUE TePCOHAIBHBIX TaHHBIX.

OmnepaTtop - rocyaapCcTBEHHBII Oprad, MyHUIMIIAJIBHBIA OPraH, OPUANYECKOE UIIH



dbu3myeckoe U0, CAMOCTOSTEILHO HIIM COBMECTHO C JPYTUMU JUIIAMH OPTraHU3YIOMUE U (HJIH)
OCYIIECTBIISIOMUE 00pab0OTKy IEepCOHAIBHBIX JAHHBIX, @ TAKXKE OINpeaeIsIonne eau 00padoTKu
NEPCOHAJIBHBIX JAaHHBLIX, COCTaB INCPCOHAJIBHBIX HOAHHBIX, MOIJICKAIIUX 06pa60TKe, I[ef/'ICTBI/ISI
(omepanuu), coBepiiaemMbie ¢ MEPCOHATbHBIMU JTAHHBIMH.

IlepconasbHuble AaHHBbIe - I00as wHOpPMAIUi, OTHOCSIMIAACS K MPAMO HIH KOCBEHHO
OTIpeJICICHHOMY HJIU OTNpeaesieMOMY QU3NUECKOMY JHITY (CYOBEKTY MepCOHATbHBIX JaHHBIX).

IHonb3oBaTesb HHPOPMALMOHHONW CHCTEMBI MEPCOHAJBHBIX JAHHBIX - JIUI0, YYaCTBYIOIIEE B
(GYHKIMOHUPOBAHUM MH(OPMALIMOHHOM CHUCTEMBI IEPCOHANBbHBIX JAHHBIX UM HCHOJb3YIOLIEe
pe3yabTaThl €€ GQYHKIIMOHUPOBAHUS.

IIpaBuaa pa3rpaHudyeHuss A0CTyNAa - COBOKYNHOCTH TPaBWJ, PETIaMEHTHPYIOIIUX IMpaBa
JOCTyIa Cy0ObEeKTOB IOCTYIa K 00BEKTaM JOCTYIIA.

Pecypc nHpopManMOHHONH CHCTEMbI - UMEHOBAHHBIN 3JI€MEHT CUCTEMHOTO, MPUKIATHOTO HIU
anmapaTtHOro obecnedyeHus QyHKIIMOHUPOBAHUS HHGOPMAIMOHHON CHCTEMBL.

CpeI[CTBa BBLIYHCJIUTEJILHOM TEeXHHUKH - COBOKYITHOCTb HPOrpaMMHBIX H TCEXHHUYCCKUX
3JIEMEHTOB CHCTEM 00pabOTKH JAHHBIX, CIIOCOOHBIX PYHKIIMOHUPOBATh CAMOCTOSATEIHLHO WJIK B
COCTaBe JPYTUX CHCTEM.

Cy0bekT aocryna (cy0beKT) - JUIO WM MPOILECC, ACHUCTBHA KOTOPOTO PETIaMEHTUPYIOTCS
NpaBWIaMH pa3rpaHUYeHUs JOCTYyIA.

TexHnuyeckue cpeacTsa HHGOPMANMOHHON CHCTEMbI MEPCOHAJBbHBIX JAHHBIX -

CpPEeJCTBa BBIYUCIUTEIBHONW TEXHUKHU, MH(OPMAIIMOHHO-BBIYUCIUTEIbHBIC KOMIUIEKCH M CETH,
CpeJCTBa W CHCTEMBI Iepeaadd, nmpuemMa U oOpabOTKH TEpPCOHANBHBIX JAaHHBIX (CpeiAcTBa H
CUCTEMBl  3BYKO3allMCH, 3BYKOYCHJICHUS, 3BYKOBOCIPOW3BEJICHHS, IEPETOBOPHBIE U
TEJICBU3UOHHBIC YCTPOWCTBA, CPEJCTBA M3TOTOBICHHS, TUPAKHUPOBAHUS JIOKYMEHTOB M JPYTHE
TEeXHUUYECKUE cpeacTBa o0paboTku peueBod, rpaduyeckoil, BuAeo- U OYKBEHHO-UU(DPOBOU
WHpOpPMALKH), TPOTPAMMHBIE CPeCTBAa (OTIEpAllHOHHBIE CUCTEMBbI, CHCTEMbI yIIPaBICHUS 0a3zaMu
JAHHBIX H T.II.), CPEJCTBA 3aMUThl HHPOPMAIIUH.

Yrpo3sl 0€30MaCHOCTH MNMEPCOHAJTBHBIX JaHHBIX — COBOKYINHOCTb YCIOBHUM M (akTOpPOB,
CO3JalLIUX OINACHOCTh HECAHKIMOHHPOBAHHOTO, B TOM YHCJIE CIYy4ailHOTO, JAOCTyna K
MIEPCOHAJIBHBIM JaHHBIM, pE3YJIbTATOM KOTOPOTO MOJET CTaThb YHHYTOXKEHUE, H3MEHEHHE,
0JIOKMpOBaHHE, KOMUPOBAHUE, PACHPOCTPAHEHUE TMEPCOHANbHBIX JaHHBIX, a TakKXe MWHBIX
HECAaHKIIMOHUPOBAHHBIX JeHCcTBUH npu uX o00paboTke B HHGPOPMALUMOHHONH cHUCTEME
IIEPCOHAIBHBIX JAHHBIX.

Ysa3BUMOCTH I/ICHI[H — HCOOCTAaTOK HJH craboe MECTO B CHCTEMHOM WU NPpUKIaAJHOM
nporpaMmmMHOM (HpOTpaMMHO-aHHapaTHOM) o0OecrieueHnHU aBTOMaTHBHpOBaHHOﬁ



MHPOPMALMOHHON CHUCTEMBI, KOTOPOE€ MOXET OBbITh HCIOJB30BAHO [UIS pEaTU3alid YrpO3BI
6ezomacuoctu I1/1H.

HesocTHOoCT, HHPOPMANMU - COCTOSSHUE WH(OpPMAIUKU, TPU KOTOPOM OTCYTCTBYET lI000e ee

W3MEHEHHE JIN0O M3MEHEHHUE OCYIIECCTBISICTCS TOJIBKO MPEIHAMEPEHHO CyOBbEKTaMU, HMEIOIUMU
Ha HEro MpaBo.



INEPEYEHb COKPAIIIEHUM
ABIIO - aHTHBHpPYCHO# porpaMMHOe oOecredeHne
APM - aBTOMaTH3uMpOBaHHOE pabouee MecTo
NCIIIH - vHpopManmoHHasI CHCTEMAa MePCOHATbHBIX JaHHBIX
JIBC - nokanbHasi BBIYUCIUTEIbHAS CETh
HC/I - HecaHKIIMOHUPOBAHHBIA AOCTYII
OC - onmepanuoHHas cucTeMa

[1/1x - mepcoHaIbHBIE TaHHBIE
I1O - nmporpammHoe obecrneueHue

C3MU - cpencTBa 3amuThl HHGOPMALUU

C3I1dH - cuctema (moJcucTeMa) 3alIUThl HEPCOHANbHBIX JaHHBIX
TKVU - TexHuueckue KaHaJIbl yT€YKU HHPOPMAIIUU

VYBII/IH - yrpo3sl 6€301aCHOCTH MEPCOHAIBHBIX JAHHBIX



BBEJIEHUE

Hacrosmas [Monutuka nnpopmanuonHoi 6esomacHoctu «Jlerckuit camg No 149
pa3paboTaHa B COOTBETCTBUH C IEISIMH, 3ajJa4aMHU U NPUHIIUNAMH obOecredeHus 0e30MacHOCTH
MePCOHATBHBIX JaHHBIX.

[Tonutuka pazpaboTaHa B COOTBETCTBUH C TPEOOBAHUSIMU HOPMATUBHBIX JOKYMEHTOB:

®enepanpHoro 3akoHa oT 27 utoist 2006 r. Ne 152-®3 «O nepcoHalbHbBIX TaHHBIX»;

[ToctanoBnenus IlpaButensctBa «O0 yTBepKAeHUU TpeOOBAHUN K 3allUTE EPCOHAIBHBIX
JAHHBIX MpH UX 00paboTke B HHPOPMAIMOHHBIX CHUCTEMax IMEPCOHANBHBIX JAaHHBIX» OT
01.11.2012r. Ne1119; 7

[Ipukaza «O0 yTBepXJA€HHUHU COCTaBa U COJEPKAHHUS OPraHU3ALUOHHBIX U TEXHUYECKHUX
Mep mno obecrneyeHHWio OE30IaCHOCTHM NEpPCOHAJNbHBIX JaHHBIX MNpu UX 00paboTke B
WHPOPMANMOHHBIX CHCTEMaxX MePCOHANbHBIX NaHHBIX» OT 18 ¢despans 2013 r. ®CTOK N 21.

B IMomutuke onpenenensl TpeboBanus k nepconany MCIIJIH, cTeneHh OTBETCTBEHHOCTH
nmepcoHana, CTPYKTypa M HEOOXOJAUMBIH YpPOBE€Hb 3alIMIIEHHOCTH, CTAaTyC M JOJDKHOCTHBIE
00SI3aHHOCTH COTPYAHHUKOB, OTBETCTBEHHBIX 3a oOecredeHue O€30MaCHOCTH TMEPCOHATbHBIX
nanueiX B UCIT[Ix MBJIOY «Jletckuii camx Ne 149y,



1. OO0mme MOJIOKEHU A

Hensro mactosmieii I[TonuTuku sgBiseTcs oOecrieueHue 0E30MaCHOCTU OOBEKTOB 3al[UThI
YupexjaeHus OT BCEX BHJAOB Yrpo3, BHEIMHUX W BHYTPEHHHUX, YMBIINUICHHBIX |
HENpeJIHAMEPEHHBIX, MUHUMHU3a1us yiiepoa oT Bo3MoxHOU peanuzauuun Y BII/IH.

Mepsl mno oOecnedyeHHr0 0€30MaCHOCTH MEPCOHAJBHBIX JaHHBIX MPUHUMAIOTCA IS
3aI0UTHl NEPCOHAJIBHBIX JaHHBIX OT HEINPAaBOMEPHOIO HJM CIYYalHOro JAOCTyna K HHM,
YHUUYTOXXCHUSA, U3MEHEHUs, OJOKMPOBAHMS, KONMMPOBAHUS, MPEIOCTABICHHS, PACIPOCTPAaHCHUS
IIEPCOHAIBHBIX JaHHBIX, A TaKXe€ OT HWHBIX HEIPAaBOMEPHBIX JEHUCTBUM B OTHOLICHHUU
MIEPCOHAIBHBIX JaHHBIX.

Nudopmanns u cBsi3aHHBIE C HEH pecypchbl TOJKHBI OBITh JOCTYIHBI JUJISI aBTOPU30BAHHBIX

nojb3oBaTeneil. JlomKHO OCYIIECTBIATHCS CBOEBPEMEHHOE OOHapyXE€HUE U pearupoBaHHME Ha
YBII/H.

JIOMKHO  OCYILIECTBJIATHCS  MPEAOTBpalleHUE MpPEJHAMEPEHHBIX WIJIM  CIy4alHBIX,
YAaCTUYHBIX WM MOJHBIX HECAHKIIMOHUPOBAHHBIX MOAUPUKAIUMA, NI YHUUTOXKEHUS TaHHBIX.



2. Oo0JacTh aeiicTBUA

TpeboBanus HacTosimed [lonuTuku pacnpocTpaHsIOTCS HA BCeX cOTpyaHuKOB OmepaTtopa
(ITaTHBIX, BPEMEHHBIX, paboTalOmUX MO KOHTPAKTy M T.M.), a TaKXKE BCEX MNPOYUX JIHI
(moApsSIAYMKU, ayAUTOPBL U T.11.).



3. Cucrema 3aIIUThI NCPCOHAJBbHBIX TAHHDBIX
Cucrtema 3amutsl nepcoHainbHbIX JaHHbIX (C3I1/JJH), cTpouTCsS Ha OCHOBAHUU:
— IEepeyHs NEPCOHAJIbHBIX JaHHBIX;
— YacTHOM MOJieNu aKTyaJdbHBIX YI'PO3 U BEPOSITHOIO HAPYIIUTENS;
— TOJIOKEHUS O pa3rpaHUYEHUU NPAB JAOCTyIa K NEPCOHAIBHBIM JaHHBIM;

— HopmatuBHbIX JoKyMeHTOB @CTOK u ®Cbh Poccun.

Ha ocHoBanmm >THX AOKYMCHTOB ONPCACTIACTCA HCO6XOJIHMI)II>1 YPOBCHBb 3alIMIICHHOCTHU
HUCIIOJIb30BaHUA TCEXHUYCCKUX CPCACTB M OPraHHU3alMOHHBIX MepOHpI/IﬂTI/II\/JI 11 obecrnedeHus
6e3omacuoctu [1/[H.

OpFaHI/IBaHI/IOHHBIe MEPONPHUATHUA OOJKHBI BKIIIOYATh!:

— TpaBOBOE OCHOBaHUWE I cOOpa MEPCOHATBHBIX JaHHBIX;

— ompeJlelieHue OTBETCTBEHHBIX JIUI 32 COONI0IeHHEM Mep 0e30TMacHOCTH;

— 3al[UTy NMEPCOHAIBHBIX JaHHBIX, 00pabaThiBaeMbIX 0€3 CPEJICTB aBTOMATH3AIlUH;

— 3alIUTy MEePCOHAIbHBIX NaHHBIX, 00padaThIBAEMBIX C IPUMEHEHUEM CPEICTB
aBTOMAaTH3aIluH,

— 3a0[UTy 0OBEKTOB OT XUIICHHUS;

— 3alIUTy ChEMHBIX HAKOMHUTEJEH, COIepIKAIINX EPCOHAIBHBIC TaHHBIC;

— BOIIPOCHI YHUUYTOXECHHUA IICPCOHAIIBHBIX JaHHBIX.

B 3aBucumocTu ot ypoBHs 3amuieHHocty UCII/IH n aktyanpubix yrpo3, C3I1/IH moxer
BKJIKOYATh CIEAYIOINE TEXHUYECKUE CPEACTBA:

— 3aUIUTHl OT HECAHKIIMOHUPOBAHHOTO J0CTYIa K IEPCOHAIbHBIM JIaHHBIM;
— AHTUBMPYCHOM 3alUTHI U1 pabOuMX CTAHIUH M0JIb30BaTENIeH U CEPBEPOB;
— MEXKCETEBOr0 YKPAHUPOBAHMUS;

— oOHapyXeHHS BTOPKEHUM;

— KOHTPOJIA 3aIUIIEHHOCTH NEPCOHAIBHBIX JaHHBIX;
— Kpunrorpaduyeckoi 3amuTsl HHGOpPMALMK, NPU Nepenade 3alunaeMol nHGopManuu 1o
KaHallaM CBSI3H;

— 3allHWThI CPCABbl BUPTYAJIHU3AIIUN;



4, TpeooBanusi k moacucremam C3I1/In
C3I11H MoXxeT BKJIIOYaTh B ce0s CIEAYIOMINE MOACUCTEMBI:

- Unentudukanuu wu ayreHTHGUKAOMU CyOBEKTOB JocTynma © OOBEKTOB JOCTYyMaA.
[Toacuctema oOecnieunBaeT NpUCBOEHUE CYOBbEKTaM U 00BbEKTAM JOCTYIa YHUKAJIbHOTO MPU3HAKA
(mpentudukaropa), CcpaBHEHHE  MNPEABSABISIEMOT0o  CyOBekToM  (00BEKTOM)  jgocTymna
uaeHTu(uKaTopa C T[EpPEeYHEM MPUCBOCHHBIX HUJIECHTHU(PUKATOPOB, a TakXkKe I[POBEPKY
NPUHAICKHOCTH CcyOBeKTy (00BEKTYy) JOCTyma MpPeAbsSBICHHOTO UM HACHTH(QHUKATOpA
(moaTBepKACHUE MOAJTUHHOCTH).

YmpaBieHuss JAOCTYNIOM CyOBEKTOB JOCTyma K oObekTam jgoctymna. lloacucrema
obecrieunBaeT yHpaBJe€HUE MpaBaMHU M MPUBUJIETUSAMH CYOBEKTOB JOCTYIa, pa3rpaHUYEHHE
JI0CTyma CyOBEKTOB JOCTyma K 00OBEKTaM JIOCTyla Ha OCHOBE COBOKYITHOCTH YCTAHOBIICHHBIX B
WHGOPMAIMOHHON CHUCTEME MPAaBMJI pa3rpaHUUYCHUS JOCTYIa, a TakKe 00ecrmeuynBaeT KOHTPOJb
3a COOJIFOJICHUEM ATUX MTPaBUII

- Orpanuuenust nporpamMmMmHoi cpenbl. Iloncuctema oOecreduBaeT yYCTaHOBKY M (MJIH)
3allyCK TOJBKO Pa3pelieHHOTO K HCIOJIb30BAHHWIO B MHPOPMAIMOHHOW CHUCTEME MPOTPAMMHOTO
obecrieueHUs] WM MCKIIOYaTh BO3MOXXHOCTh YCTAaHOBKM M (MJM) 3amycka, 3alpelieHHOro K
MCIOJb30BaHNI0 B UHPOPMAIIUOHHON CHCTEME MPOrpaMMHOT0 o0ecred eHus

Peructpanmm coOwiTuii  O6e3omacHocTu. Iloacucrema obGecmeuwBaeTr cOOp, 3aluCh,
XpaHEHUE U 3alHUTy WHPOpMAIUK O COOBITHAX 0e30macHOCTH B MH(OPMAIMOHHON cucTeme, a
TaK)Ke€ BO3MOXXHOCTh MPOCMOTpPA M aHalM3a HHPOPMAMK O TAKUX COOBITUSIX W pearupoBaHHE Ha
HUX.

- AnTuBUpycHoU 3amuTthl. [loncucrema oOecrieunBaer oOHapykeHUE B HHPOPMAIMOHHOU
CHCTEeME KOMIIbIOTEPHBIX IpOrpamMm Ju00 MHOM KOMIbIOTEpHOU HMH(OpMaLKu, NpeaHa3HAYCHHO N
IJI HECAaHKIIMOHMUPOBAHHOTO YHUYTOXXEHUS, OJOKHUPOBaHUS, MOIu(UKALUU, KOMHUPOBAHUS
KOMIIBIOTEpHON HHOpMaNuU UIM HEeUTpanu3zauuu CpeiCcTB 3allUThl HHOOpMALMHU, a TaKkKe
pearupoBaHue Ha OOHaApyXEHHE dTUX MPOTpaMM U UHPOPMALUH.

- OOHnapyxeHusa (mpenoTBpaimieHus) Bropxenuil. [loacucrema obecneunBaeT oOHapyKeHUE
NedcTBUH B MH(MOPMAIMOHHOW CUCTEME, HANpPaBJICHHBIX HAa HECAHKIMOHMPOBAHHBIH IOCTYN K
WHpOpPMaLNH, CTICIHATbHBIC BO3JACHCTBUS HA HHPOPMAIIMOHHYIO CUCTEMY U (MJIU) TIEPCOHAJIbHBIE
JaHHBIC B IeJAX JOOBIBaHHS, YHUUTOXKCHUS, HCKaXCHUs M OJIOKUPOBAHUS JOCTyma K
MEePCOHAJIbHBIM JaHHBIM, a TAKXE pearupoBaHUE HA ITH JICHCTBUS.

- KOHTpOJ’IH (aHaJ’II/ISa) 3alMUIICHHOCTU NEPCOHAJIbHBIX HAaHHBIX. IToacucrema oOecneunBaeT
KOHTPOJIb YPOBHA 3allUIICHHOCTHU MNEPCOHAJBHBIX JaHHBIX, 06pa6aTBIBaeMLIX B
HH(bOpMaHHOHHOﬁ CUCTEMEC, MMYTEM HNPOBCACHUA CUCTCMATHUYCCKUX MepOHpI/IHTI/Iﬁ 0 aHalnu3ly
3alllMIICHHOCTH I/IH(I)OpMaI_[I/IOHHOI\/’I CUCTEMbBlI U TCECTUPOBAHUIO pa6OTOCHOCO6HOCTI/I CHUCTCMBbI
3alIUTHI ICPCOHAJIBHBIX TAaHHBIX.

- ObecneyeHuss 1ENOCTHOCTH HWHGPOPMALMOHHON CHCTEMBl W IEPCOHAJIBHBIX JaHHBIX.
[Toncucrema obecneunBaeT oOHapy) eHHe (PaKTOB HECAHKLIIMOHUPOBAHHOTO HapYyLICHUS



[EeJIOCTHOCTH HMH(POPMALMOHHONH CHCTEMBI M COJEpP)KAIIUXCSA B HEH NEpPCOHAIbHBIX JaHHBIX, a
TaKXX€ BO3MOYXHOCTb BOCCTAaHOBJICHUS HWH(POPMALHMOHHON CHCTEMBI M COJEpXKAalIUXCSI B HEH
IIEPCOHAJIBHBIX JaHHBIX.

- OlecrneyeHnusi JOCTYNHOCTH TEPCOHANBHBIX JAaHHBIX. [loacucrema oOecneunBaer
aBTOPHU30BAaHHBIA JOCTYN MOJb30BaTeNCH, HMMEIIHUX IpaBa IO JIOCTYNY, K MEepCOHAIBHBIM
JAHHBIM, COJIEPKAIIUMCS B MHPOPMALIMOHHOHN CHCTEME, B IITATHOM peXuMe (QYHKIIMOHUPOBAHUS
MHPOPMALMOHHON CHUCTEMBI.

3amuThl cpenbl BUpTyanu3anuu. [loacucreMa uckiaoyaeT HECAHKIIMOHUPOBAHHBIN JOCTYI
K TepCcOHalbHbIM JaHHbIM, o0OpabaTbiBaéMbIM B BHUPTYyaJbHOW HH(DpacTpykType, H K
KOMIIOHEHTaM BHUPTyaJlbHONW HMHQPACTPYKTYypbl U (MJIM) BO3JAEHCTBHE Ha HHUX, B TOM 4YHUCIE K
CpelcTBaM YIpaBJIEHHUS BUPTYaJbHOW HHPPACTPYKTYpOil, MOHUTOpPY BHUPTYaJbHBIX MalIUH
(runepBU30py), CUCTEME XpaHEHUS JAaHHBIX (BKJIIOYas CUCTEMY XpaHEHHs 00pa3oB BUPTyaJlbHOMU
UHQPACTPYKTYpPHI), CETH Nepedayd JaHHBIX 4Yepe3 dBJIEMEHThl BUPTyalbHOW UM (U3MUEecKOi
UHQPACTPYKTYphl,  TOCTEBBIM  OMNEPAIMOHHBIM  CHCTEMaM,  BUPTYAJIbHBIM  MalllMHAM
(koHTEliHEepaM), CUCTEME U CETH pPeIIMKAIMU, TEPMUHAJIbHBIM U BUPTyaJlbHBIM yCTpPOWCTBaM, a
TaK)Xe CUCTEME PE3EPBHOr0 KOMMPOBAHUS U CO3AaBAEMBbIM €10 KOMHUSAM.

- 3amuThl TEXHUYECKUX cpeacTB. [logacucTeMa HCKITIOYAaeT HECAHKITMOHUPOBAHHBINA JOCTYIT K
CTAaIlMOHAPHBIM TEXHUUYECKHM CpEJICTBaM, 00padaThIBAIONIUM NEPCOHAIBHBIE TaHHBIE, CPEICTBAM,
oOecreynBaromuM (QyHKIIMOHUPOBAHUE HWH(POPMAIIMOHHOW CHCTEMBI (Jajnee - CpencTBa
obecrieueHUss GYHKIIMOHUPOBAHHUS), U B MOMEIICHHUSI, B KOTOPBIX OHH IOCTOSIHHO PacCIOJI0XKCHHI,
oOecreynBaeT 3am[UTy TEXHUYECKHX CPEACTB OT BHEIMIHUX BO3JCHCTBHI, a TakKe 3allUTy
MEePCOHATBHBIX JTAHHBIX, MPEJACTABICHHBIX B BUJE HH(OOPMATUBHBIX JJICKTPHYCCKUX CHTHAJIOB U
(bU3UYECKHUX MMOJICH.

- 3amuTeI HH(i)OpMﬁHHOHHOI’I CUCTEMBI, €€ CPCACTB, CHCTEM CBsA3UM M IEpCAadyn OdaHHBIX.
HOI[CI/ICTCMa o0ecrevynuBaeT 3alIUTyY IEPCOHATBHBIX JaHHBIX IIpH BSaHMOHeﬁCTBHH
HH(bOpMaHHOHHOﬁ CUCTEMbI HJIN €€ OTACJIbHBIX CEIMEHTOB C HWHBIMU I/IH(bOpMaHI/IOHHBIMI/I
CUCTCEMAaMHU H I/IH(l)OpMaI_[I/IOHHO'TGHGKOMMYHI/IKHHI/IOHHBIMI/I CETAMH HNOCPEACTBOM INPHUMCHCHHUIA
APXUTCKTYPHI HHQ)OpMaHHOHHOﬁ CUCTCMbBI MU  IIPOCKTHLIX peH.IeHHﬁ, HallpaBJICHHBIX Ha
obOecreueHne 0€30MaCHOCTH MNEPCOHAJIBHBIX JaHHBbIX.

- BrisiBaeHuss UHIUMAEHTOB U p€arupoBaHul0 Ha HHX. IToacucrtema o0ecrevynBaeT
O6H3py>KCHI/Ie, I/II[GHTI/I(bI/IKaI_[I/IIO, dHaJInu3 HHIUACHTOB B HH(i)OpMaHHOHHOﬁ CUCTEMC, a TaKXKC
MNPpUHATHUEC MCP IO YCTPAHCHUIO U IPCAYIIPCIKACHNUIO HHIIUJACHTOB.

- VYnpaBiaenuss KoHdurypanued HHGOPMAIMOHHOM CHCTEMBI U CHUCTEMOW  3aIlUTHI
nepcoHadbHbIX AaHHBIX. [logcucTema obGecneuynBaeT ynpaBieHHE U3MEHEHUSIMHU KOHQUTYypaluH
UHPOPMALIMOHHONW  CHUCTEMbl M  CHCTEMBbl 3alIUTHl MEPCOHAJbHBIX JAHHBIX, AHAJIM3
NOTEHIUAJIBHOTO BO3JEHCTBUSA IJIAHUPYEMBIX H3MEHEHHUH Ha obecrnedeHue O0€30MaCHOCTHU
NEepCOHATIBHBIX JaHHBIX, @ TAKKE TOKYMEHTHPOBAHUE 3TUX U3MEHEHUH.



5. HHoas3oBaTteaun UCIIAn

B MUCII[Jlu Omnepatopa MOXHO BBIJACIUTh CIEAYIOIIME TPyNIbl I[10Jb30BaTENEH,
y4JacTBYyOUIUX B 00paboTke u xpanenuu I1/1n:

— aamuHuctpatopsl 6e3omnacHoctu UCIIAH;
— mnouas3oBarenu UCII/H;

— CHCTCMHBIC aAMHUHUCTPATOPEIL.

JlaHHbIE O Tpynmax MoJb30BaTEeNIsIX, YPOBHE UX AOCTYyNa U MHOOPMHUPOBAHHOCTH JOJIKEH
ObITh OTpaxkeH B [loylo’)keHUH 0 pa3srpaHUUYEHUN NPaB JOCTYyNa K NepCOHAIbHBIM JAaHHBIM.

AamuHucTpaTopsbl 0esonacioctu UCI An:

AJIMUHHCTpAaTOpOM  O€30IacHOCTH  sIBJsIeTCS  WITaTHBIM  coTpynHuk  Omepartopa,
OTBETCTBEHHBIN 3a pyHkunoHuposanue C3I1/IH.

AnMuHHCcTpaTOp 0€30MaCHOCTH 00JalaeT CIAEAyIOIMUM YPOBHEM AOCTYIAa U 3HAHUM:

— obnanaet npaBamu agMuHuctparopa UCII/x;

— oOmagaet monHo#t mHpopmamueit 06 UCIIH;

— HMeeT JOCTYyH K CpeJCcTBaM 3aluThl MH(GOpMAaUU U HPOTOKOJIMUPOBAHUS U K YaCTH

kiarodeBwIx dnemenToB UCIIH;

— He HuMeeT IMpaB JoCTylna K KOH(PUIYypUPOBAHHIO TEXHUYECKHUX CPEICTB CETH 3a
HCKJIIOYEHUEM KOHTPOJIbHBIX (MHCHEKIIMOHHBIX).

AnMuHHCTpaTOp 0€30MaCHOCTH YIOJIHOMOYEH:

— peaju30BBIBATh NOJUTUKH Oe3omacHocTH B 4vacTh HacTpoiiku CK3U, mexceTeBbIX
9KpPaHOB W CHUCTEM OOHApYXEHHS aTaK, B COOTBETCTBHH C KOTOPBIMH IOJIb30BaTEJb
MoJIy4aeT BO3MOXKHOCTh paboTaTh ¢ anemeHTamu UCII/H;

— OCYHECCTBJATh ayaAUuT CPEACTB 3alllMTHI,

— YCTaHaBJIMBATb JOBCPUTCIbHBIC OTHOILICHUS cBOEH SaH_II/IH_IeHHOﬁ CeTHu C JApyrumMu
3allMIIICHHBIMHU CCTAMU.

MMoab3oBateabr UCIIAn

[Tonp3oBatenem UCII/[H sBisiercs mwTatHbld coTpyaHUK Oneparopa, OCYIIECTBISIOMMNN
obpabotky [1/In. O6pabotka [1/IH BkIrOYaET:
— BO3MOXHOCTbH npocMoTtpa I1JIH,
— pyusoii Beog II/In B cucremy UCII/H,
— ¢opmupoBaHHe CIPABOK U 0TUYETOB N0 MHpopmanuu, nonydenHon uz UCIIJH.
[Tonp3oBaTenb He HMMEET MNOJHOMOYMN JJIsI YHOpaBJieHMUS IMOJICHCTeMaMHu o00paboTKU
maHHabIX 1 C3I1/1H.

[Tonb3zoBatens UCIIJIH 06nanaeT ciaeayomnuM YPOBHEM AOCTYIA U 3HAHUM:

— oOmanaet BCEMU HEO0O0XO0TUMBIMHU aTpubyTaMu (Hanmpumep, napoJjiem),
obecreynBaloUIMMH JOCTYN K HEKOTOpOoMY noaMHoxecTBy [1/1H;

— pacimoJaractT KOH(I)I/IILGHHI/IaJIBHBIMI/I AJaHHBIMHU, K KOTOPBIM UMCCT NOCTYII.



CuctemMHbIC aIMUHUCTPATOPHI:

CHuCTEeMHBIM aJIMUHHCTPATOPOM MOXKET OBITh IITATHBINH cOTpyaHHK OmepaTopa HIHM JHIA
CTOPOHHHUX OpPTaHW3alMil, OCYIECTBISIONUX CBOM (PYHKIHH HAa OCHOBAHUU IABYXCTOPOHHETO
noroBopa. CHCTEMHBIH aAMUHUCTPATOP HE MUMEET MOJHOMOYHHN I YINPABICHUS MOJACUCTEMaMH
00paboTKH JaHHBIX U O€30TACHOCTH.

CucteMHBIN aAMUHUCTpATOp 00JIaAaeT CAEAYIOIIUM YPOBHEM JOCTYIa U 3HAHUM:

— obOnagaer 4acTbi0o HHGPOPMAUMM O CUCTEMHOM U MPUKIAJHOM MPOTPaMMHOM

ob6ecnieuenun UCII/H;

— o0nagaeT yacThbio HHPOPMAIIMU O TEXHUUYECKUX cpeacTBax u koHpurypauuu UCII/IH;

— uMeeT (U3MYECKUH AOCTYN K TEXHHUYECKHUM CpeAcTBaM 00paboOTKu HHPOpMAIUU U
CpelcTBaM 3allUThl;

— 3HacT, 1o MEHBIIICH MEPEC, OAHO JICTAJIBHOC UMA JOCTYyIIA.
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6. TpeboBanusi kK nepconaygy no obvecnevyeHuro 3amutsl [1/In

Bce corpynnuku Yupexaenus, sBiswoomuecs nonb3zoBatensiMu UCIIAH, m0KHBI 4€TKO
3HaTh M CTPOTO BBINOJHATH YCTAHOBJIEHHBIE TMpaBWiIa W OO0A3aHHOCTH TO JOCTyNy K
3alIMIIaeMBbIM 00BEKTaM M COOIOICHUIO TPUHITOTO pexxkumMa 6ezonacHoctu [1/[H.

[Ipy BeTymiieHMHM B JOJDKHOCTH HOBOTO COTPYAHMKAa HENOCPEACTBEHHBIM HadaJlbHUK
noApa3JeleHus, B KOTOPOE€ OH IIOCTymaeT, 0053aH OpraHM30BaTh €r0 O3HAKOMJIEHHE C
JOJKHOCTHOM  MHCTPYKIIMEH U  HEOOXOAMMBIMU  JIOKYMEHTaMH, perjaMeHTUPYIOIIUMHU
TpeboBanus mno 3amure II/IlH, a Takke oOydeHHe HaBBIKAM BBINOJHEHUS MPOLEAYD,
HEO0OXOJUMBIX JJIsl CAHKIIMOHUPOBaHHOTO ucrnoyb3oBanus UCILIH.

CoTpyIHUK NOJKEH OBITh 03HAKOMJIEH CO CBEACHUSIMHU HacTosAmend [TonuTuKM, MPUHSATHIX
npoueayp padotsl ¢ anementamu UCIT[An u C3I1/H.

CoTpyaHuku YupexJIeHUs, HCHOJb3YIOIIHME TEXHUYECKHE CpeACTBa ayTeHTU(UKaLUu,
JOJKHBI 00ecneuynBaTh COXPAaHHOCTh UACHTU(PUKATOPOB (IEKTPOHHBIX KIJIFOUEH) U He TOMyCKaTh
HCJ x Hum, a Takke BO3MOXHOCTh HX YyTE€pH WM HCIOJb30BaHUS TPETHbUMH JIUIIAMH.
[Tonb3oBaTenu HeCyT NMEPCOHAIbHYI0 OTBETCTBEHHOCTD 32 COXPAaHHOCTh UAECHTU(PUKATOPOB.

COTPYJIHI/IKI/I quexc)leHm{ JOJIKHBI CJIEOO0BATh YCTaHOBJICHHBIM npouoeaypam
nojaAepkanus pexuma OeszomacHoctu [IJIH mpu BbIOOpEe W MCHOIBb30BAHUM TMaposie (eciaum He
M CTIOJIB3YIOTCSI TEXHUUECKHE CPEICTBA ayTEHTU(HHUKAIIUN).

CoTpyaHuku YupexaeHHUs JOJKHBI oOecrneynBaTh HaJJIEKAUIyl0 3alIUTy 000pyAOBaHMUS,
OCTaBJIsIeMOTO 0e3 MpHUCMOTpa, OCOOEHHO B TEX ClyyasiX, KOrja B NMOMEIIEHHE MMEIOT AOCTYI
nocTopoHHHEe jaula. Bce monp3oBarenu A0KHBI 3HATH TpeOoBaHusa mo Oe3omacHoctu [IJn u
MpoLeayphl 3aUIUThl 000PYAOBaHUSA, OCTABIEHHOTO 0€3 MPUCMOTpPA, a TaAK)KE CBOU 00S3aHHOCTHU
1o 00eCneyeHn0 TaKOW 3alUTHI.

CoTpyIHHUKaM 3amlpeniaeTcs yCTaHaBIMBATh IMOCTOPOHHEE IMpoTrpaMMHOE obOecredeHue,
MOAKJIIOYATh JIMUHBIE MOOUIbHBIC YCTPOUCTBA U HOCUTEIN WH(OPMAIIMH, a TaK)KE 3alMChIBATh Ha
HHUX 3alIUIIaeMyI0 HH(OpPMaLHUIO.

COpr,HHI/IKaM 3anpeuacTcs pasriiamiaTh 3alllAIIaCMyrO I/IHCI)OpMaI_II/II-O, KOTOpasa CTalla UM
HU3BCCTHA IIpHU pa60Te C I/IH(bOpMaI_II/IOHHBIMI/I CucreMamMmu y‘lpe)KI[eHI/IH, TPCTbUM JIMLIaAM.

[Ipu pabote ¢ [1/In B UCII[IH coTpynuuku YupexaeHus 00a3aHbl 00€CIeYUTbh OTCYTCTBUE
BO3MOXHOCTU npocMoTpa I1/IH TpeTbumu nuuamMmu ¢ MOHUTOPOB APM unu TepMuHaos.

IIpu 3aBepmenun paborel ¢ UCII[AH coTpyaHuku o0s3aHbl 3amuTuTth APM unu
TEPMHUHAJIBI C MOMOIIbI OJOKHPOBKM KJIIOUOM MM DKBUBAJIEHTHOTO CpPEACTBA KOHTPOJIS,
HampuMmep, A0CTYNOM [0 MapoJiio, €CIU He UCMOJIb3YITCs 00Jiee CUIIbHBIE CPEICTBA 3ALUTHI.

CorpynHuku YdpexJeHHs AOJDKHBI ObITh NMPOMH(GOPMUPOBAHBI 00 yrpo3ax HapyuleHHs
pexxuma OeszomacHocTd IIJIH M OTBETCTBEHHOCTH 3a ero HapymeHue. OHHM JOJKHBI OBIThH
03HAKOMJICHBI C YTBEPXKJIECHHOW (OpMabHOM NMPOLEAYPON HAIOXKEHUS
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JUCUUIUIMHAPHBIX B3BICKAHUN Ha COTPYAHHUKOB, KOTOpbIC HApPYIIUIM IPUHATHIE IOJIUTUKY H
npoueaypst 6ezonacuoctu I1/IH.

CoTpynHuku o00s3aHbl 0€3 mpoMemIeHHs coo0maTth 000 BceX HAOIIOJAeMBIX HIIH
MoIO3pUTENbHBIX ciaydasx padorer MCIIIH, MOTYyIIUX MOBJIEYh 32 COOON yrpo3bl 0€30MacHOCTH
[1/1H, a Takke O BBISBJIEHHBIX UMM COOBITUAX, 3aTparuBaroimux 6ezonacHocts [IJ[H, pykoBOoACTBY
IoJipa3/ieIeHus U JULY, OTBEUAIOLIEMY 32 HEMEIJIEHHOE pearupoBaHue Ha yrpo3bl 0€30MacHOCTHU
IT1H.



7. OTBETCTBEHHOCTh COTPYAHUKOB

B coorBercTBUUM co cT. 24 @enepanbHoro 3akoHa Poccuiickoit denepanuu ot 27 urons
2006 1. Ne 152-®3 «O mepcoHalbHBIX JAHHBIX» JIMIA, BUHOBHBIE B HapyUIeHHMU TpeOOBaHUU
nanaoro ®dexepanbHOrO0 3aKOHA, HECYT TPaXIAaHCKYI0, YrOJOBHYI, aJIMUHHCTPAaTUBHYIO,
JUCIHUIUIMHAPHYI0 M HHYI MPEIyCMOTPEHHYIO 3aKOHOAATelbCTBOM Poccuiickonn ®enepauuu
OTBETCTBEHHOCT.

JleiicTByloliee 3akoHOAATENbCTBO P® 1mo3BossieT MpeabsBiATh TpeOOBaHUS 1O
obecrieueHnto Oe3omacHOW paboOTH ¢ 3amumaeMold HWHPOpManMeil W MpeaycMaTpuBaeT
OTBETCTBEHHOCTh 3a HapyLIeHHWE YCTAaHOBJEHHBIX MpaBuil »HKciiayatrauuu OBM wu cucrew,
HETpPaBOMEPHBIN JOCTYyn K HWHGOpPMAIMU, €CIAW OTH JASHCTBHS MPHUBEIH K YHHYTOXEHHUIO,
0JIOKMpPOBaHUIO, MOJAU(PUKALMK UHPOPMAIIMU WM HapyumieHuto paborsl DBM unu cereit (cratbu
272,273 u 274 YK POD).

Anmunuctpatopsl 6e3onmacHoctd MCIIJ[H HecyT OTBETCTBEHHOCTb 3a BCE JEHCTBUS,
COBEpIIEHHbIE OT MMEHH HMX YYETHBIX 3allMCEed HWJIHM CUCTEMHBIX YYETHBIX 3alUCEH, €CIH He
noKa3aH (pakT HECAHKIIMOHUPOBAHHOTO MCMOJIb30BaHUS YUYETHBIX 3aMUCEH.

[Ipu HapymieHusix coTpyAHUKamMu VYupexjaeHus - mnoab3zoBarenet HWCIIJn npaswui,
CBsI3aHHBIX ¢ 6e3omacHocThio I1/IH, OHU HECYT OTBETCTBEHHOCTh, YCTAHOBIIEHHYIO IEMCTBYIOUIUM
3akoHoAaTelbCTBOM Poccuiickoit deaepanum.



		2025-01-09T18:03:11+0700
	Рягузова Оксана Евгеньевна
	Федеральный закон от 7.04.2011 № 63-ФЗ




